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Abstract 
To meet the requirement of 5G communication, Dubrova and Hell design Espresso, which is a 
stream cipher. Espresso uses 128-bit key, 96-bit initial vector (IV) and a 6-degree Boolean 

function as its output function. Jia-Min and Wen-Feng showed that algebraic attack is 

possible with time complexity being O(2(66.86)). In this paper, we present a methodology for the 

modification of Espresso with reformed Galois configuration of 256-bit Nonlinear Feedback 

Shift Registers (NLFSR) and 8-degree Boolean function as its output function. The advantages 

of Galois and Fibonacci configuration of NLFSRs, short propagation delay, and 8-degree 

Boolean function are combined in our algorithm which make it invulnerable to the classical 

algebraic attack and correlation attack. 
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INTRODUCTION 
The growth of communication over the 
internet is rising explosively in the world since 

the era of internet started. Important factors in 

communication are data rate, latency, security 

and privacy. The higher data rate, low latency, 
confidentiality and eligible security are 

preferable in all sorts of internet 

communication. Cryptographic methods are 
applied for providing security and 

confidentiality in internet communication. 

Kerckhoffs's principle is the base of modern 
cryptography [1]. In every field of 

cryptography, researchers want to standardize 

an encryption method. In symmetric 

cryptography, there are two types of cipher: 
stream cipher and block cipher. Data 

Encryption Standard (DES) [2] was the block 

cipher standard for about 30 years. After DES, 
Advanced Encryption Standard (AES) is 

accepted by National Institute of Standards 

and Technology (NIST) as standard which has 

firm resistance against known attacks [3]. In 
case of hash function, NIST selected a new 

hash function called Secure Hash Algorithm 3 

(SHA-3) as hashing standard which replaces 

the previous standards SHA-1 and SHA-2. 

However, there is no stream cipher standard as 
it is not studied vastly. Stream ciphers produce 

random bits for encryption. For designing a 

secure stream cipher, pseudorandom sequence 
is chosen which is rigid against cryptanalysis. 

Moreover, speed and hardware size have to be 

optimized also [4–10]. 

 
Linear feedback shift register (LFSR) is the 

most simple pseudorandom sequence 

generator with uniform statistical distribution, 
but it is not cryptographically secure. The 

examples of LFSR-based stream ciphers are 

A5/1, A5/2, E0. An alternative of LFSR is 

nonlinear feedback shift register (NLFSR) 
which uses nonlinear feedback function. The 

output sequence of NLFSR is hard to predict 

and resistant against attacks. An open problem 
about NLFSR is that there is no definite rule 

for generating full cycles. Some remarkable 

works have been done by Dubrova et al. Block 
ciphers, which have been studied for over 50 

years, may be used as a stream cipher in 
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Cipher Feedback (CFB), Output Feedback 
(OFB) or Counter (CTR) mode. However, the 

problem is that block cipher needs more 

hardware resources and complex circuits. The 
eSTREAM project emphasized to design 

simple, smaller and faster stream ciphers. Grain 

and Trivium, the two popular stream ciphers in 
the eSTREAM portfolio for hardware 

application, are considered as faster and smaller 

than block ciphers. Some lightweight block 

ciphers are proposed in recent years like 
PRESENT, KATAN, LED, KLEIN and 

PRINCE which are fast and comparable in size 

to Grain and Trivium [11–16]. 
 
Espresso, a recently proposed stream cipher 

has a tremendous throughput with smaller size. 
To the best of our knowledge, Espresso is the 
current state of the art of stream cipher. It is 
preferable than Grain and Trivium as Grain 

has high propagation delay and Trivium uses a 
lot of flip flops. The main reason of Espresso’s 
high throughput is using Galois configuration 
of NLFSRs. Espresso used filter generator and 

nonlinear output function which is resistant to 
known attacks. It is faster than Grain and 
Trivium below 1500 GE with 128-bit security 

and produce full period (2256–1). Jia-Min and 
Wen-Feng describe an algebraic attack and 
suggested to use the higher algebraic degree 
for filter function. Our concern is the lower 

degree of parallelization of Espresso. In this 
research, we redesigned the feedback 
functions and the output function of Espresso 
to achieve higher degree of parallelization and 

more resistance against cryptanalysis [17–20]. 
Modified design allows maximum degree of 
parallelization which is 8 and provide higher 
throughput [21]. 

 
The paper is organized as follows: Next Section 
defines some notions and definitions used in the 

paper. A brief discussion of Espresso is given in 
subsequent section. Proposed design and key 
initialization and hardware analysis are given in 
separate sections. Results and discussion are 

presented later in the paper. Last section 
concludes the paper. 

 

Preliminaries 

In the entire paper additions and 

multiplications are denoted by “⊕” and “.”, 

respectively. In Algebraic Normal Form 

(ANF), a polynomial over Galois Field of two 
elements GF of type  

𝑓(𝑥) = ∑ 𝑐𝑖 . 𝑥0
𝑖0

2𝑛−1

𝑖=0

. 𝑥1
𝑖1 … . . . 𝑥𝑛−1

𝑖𝑛−1  

where 𝑐𝑖 ∈ {0,1} and (𝑖0, 𝑖1, … … … 𝑖𝑛−1) is the 

binary expansion of 𝑖, is used to represent the 

Boolean functions GF(2𝑛) → GF. There are n 

binary storage elements which are called 

stages consist an n-bit Feedback Shift Register 

(FSR). And there is a state variable 𝑥𝑖 in each 

stage which represents the current value of the 

stage 𝑖 ∈ {0,1 … … , n − 1}  and a feedback 

function  𝑓𝑖: 𝐺𝐹(2𝑛) →  GF(2)  that determines 

how the value of 𝑖 is updated. The vector of 

values of state variables is called a state of an 

FSR. The next state of an FSR is determined 

from its current state by simultaneously 

updating the value of each stage 𝑖 to the value 

of the corresponding feedback function 𝑓𝑖 , at 

each clock cycle [22]. The length of the 

longest cyclic output sequence of an FSR is 

called period. When all feedback functions of 

an FSR are linear, it is called a Linear 

Feedback Shift Register (LFSR). Otherwise, it 

is called a Non-Linear Feedback Shift Register 

(NLFSR). The Feedback Shift Register can 

either be in the Fibonacci or in the Galois 

configuration. In Fibonacci configuration, the 

feedback is applied to the input stage of the 

shift register only and all remaining feedback 

functions are of type  𝑓𝑖 = 𝑥𝑖+1 , for  𝑖 ∈
{0,1, … … , n − 2}. In the Galois configuration, 

the feedback is applied to every stage. Thus, 

the Fibonacci configuration is a special case of 

the Galois configuration. The Fibonacci 

configuration has been studied much more 

thoroughly because of its conceptual 

simplicity. If sets of two NLFSRs’ output 

sequences are equal, then they are called 

equivalent [23]. 

 

ESPRESSO ALGORITHM  
Espresso is a stream cipher first introduced by 

Dubrova and Hell for 5G communication 

standard design. The main algorithm 

consisting of two major parts. The feedback 

functions are constructed by Galois NLFSR. 

The output function is a nonlinear function 

consists of two modes: operating mode and 

initialization mode. The operating mode is 

used to generate the output sequence for 
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encryption and the initialization mode is used 

to choose initial vector. The main architecture 

of two functions is illustrated below. 

 

g255(x) = x0 ⊕ x41x70 

g251(x) = x252 ⊕ x42x83 ⊕ x8 

g247(x) = x248 ⊕ x44x102 ⊕ x40 

g243(x) = x244 ⊕ x43x118 ⊕ x103 

g239(x) = x240 ⊕ x46x141 ⊕ x117 

g235(x) = x236 ⊕ x67x90x110x137 

g231(x) = x232 ⊕ x50x159 ⊕ x189 

 

g217(x) = x218 ⊕ x3x32 

g213(x) = x214 ⊕ x4x45 

g209(x) = x210 ⊕ x6x64 

g205(x) = x206 ⊕ x5x80 

g201(x) = x202 ⊕ x8x103 

g197(x) = x198 ⊕ x29x52x72x99 

g193(x) = x194 ⊕ x12x121 

 
The remaining function is gi(x) = xi+1 that is a 

simple shift operation. The Espresso algorithm 

uses a 128-bit key and a 96-bit Initialization 
Vector. The first 128 bits are filled with the 

key bits k0, k1,….., k127 and the next 96 bits are 

filled with Initialization Vector IV0, IV1,……., 

IV95. The remaining bits are filled with 1’s 
except the last one. The last bit is set to 0. 

During Espresso initialization, it is clocked 

256 times without producing an output for 
encryption. Rather, these bits are XORed with 

g255 and g217: 

 

g255(x) = x0 ⊕ x41x70 ⊕ z(x) 

g217(x) = x218 ⊕ x3x32 ⊕ z(x) 

 

The output is obtained from the output 
function z(x). 

 

z(x) = x80 ⊕ x99 ⊕ x137 ⊕ x227 ⊕ x222 ⊕ x187 

⊕ x243x217 ⊕ x247x231 ⊕ x213x235 ⊕ x255x251 ⊕ 

x181x239 ⊕ x174x44 ⊕ x164x29 ⊕ 

x255x247x243x213x181x174 

 
The filter function is a function of the balance. 

Thus, the estimated nonlinearity is 26(213−26) = 

520192 and the order of correlation immunity 
is 5. The output function z(x) and the 

switching mechanism causes three clock cycle 

delay. For this reason, three additional cycles 

are clocked [24]. Then the phase switches 
from initialization and starts to produce output 

keystream bits. The feedback functions 
described in Espresso are in Galois form and 

they can be transformed into equivalent 

Fibonacci form as given below. 

f255(x) = x0 ⊕ x12 ⊕ x48 ⊕ x115 ⊕ x133 ⊕ x213 

⊕ x41x70 ⊕ x46x87 ⊕ x52x110 ⊕ x55x130 ⊕ 

x62x157 ⊕ x74x183 ⊕ x87x110x130x157  

 

 f217(x) = x218 ⊕ x3x32 ⊕ x8x49 ⊕ x14x72 ⊕ 

x17x92 ⊕ x24x119 ⊕ x36x145 ⊕ x49x72x92x119  

 
fi(x) = xi+1, 0 ≤ i ≤ 254, i ≠ 217 

 

The nonlinear part of f217(x) is just 38 bit 

shifted form of f255(x). Thus, from bit 217 to 0, 
there is no effect of nonlinearity and it 

generates a linear sequence equivalent to an 

LFSR which uses primitive polynomial. 
 

1 + x12 + x48 + x115 + x133 + x213 + x256           (1) 

 
As a result, the generated output stream 

achieve full period (2256–1). For security 

purposes, the designers also choose the 

feedback and output functions such that these 
functions form full positive difference set. 

 

PROPOSED ALGORITHM  
Our modified design of Espresso uses 256 bit 

NLFSR G in Galois configuration. We express 

gi as a feedback function of stage i of G, where 
i ϵ {0, 1 . . . 255}. The feedback functions of 

NLFSR G are defined as follows: 

g255(x) = x0 ⊕ x79x90 

g247(x) = x248 ⊕ x80x102 ⊕x35 

g239(x) = x240 ⊕ x82x122 ⊕x192 

g231(x) = x232 ⊕ x81x127 ⊕x99 

g223(x) = x224 ⊕ x84x199 ⊕ x109 

g215(x) = x216 ⊕ x98x111x191x207 

g207(x) = x208 ⊕ x86x199 ⊕ x196 

 

g183(x) = x184 ⊕ x7x18 

g175(x) = x176 ⊕ x8x30 

g167(x) = x168 ⊕ x10x50 

g159(x) = x160 ⊕ x9x55 

g151(x) = x152 ⊕ x12x127 

g143(x) = x144 ⊕ x26x39x119x135 

g135(x) = x136 ⊕ x14x127 

 
In all other cases feedback functions of G are 

of type gi(x) = xi+1. The transformed NLFSR G 

into equivalent NLFSR F by applying the 
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transformation rules given by Dubrova has 
two significant feedback functions: 

f255(x) = x0 ⊕ x43⊕ x123 ⊕ x141 ⊕ x208 ⊕ x244 ⊕ 

x79x90 ⊕ x88x110 ⊕ x98x138 ⊕ x105x151 ⊕ x116x231 

⊕ x134x247 ⊕ x138x151x231x247 

 

f183(x) = x184 ⊕ x7x18 ⊕ x16x38 ⊕ x26x66 ⊕ x33x79 

⊕ x44x159 ⊕ x62x175  ⊕ x66x79x159x175 

 

In all other cases feedback functions of 𝐹 are 

of type fi(x) = xi+1. We choose the feedback 
functions in NLFSR G such that the nonlinear 

portion of the lower group is the shifted 

version of the nonlinear portion of the upper 

group, which is exactly like Espresso. For this 
reason, the NLFSR F is also similar to 

Espresso [25]. The nonlinear portion of the 

feedback function f255(x) is shifted by 72 stages 
in case of f183(x) and thus cancels the nonlinear 

effect of the function f255(x). Thus we get a 

linear sequence from stages 183 to 0 of F. This 
linear sequence is created by the linear portion 

of f255(x) which implies the primitive 

polynomial. 

 
1 + x43 + x123 + x141 + x208 + x244 + x256          (2) 

 

As a result the designed NLFSR F as well as 
NLFSR G have the full period. The output 

function z(x) is defined as: 

 

z(x)= x80 ⊕ x93 ⊕ x126 ⊕ x143 ⊕ x193 ⊕ x198 ⊕ 

x231x183 ⊕ x239x207 ⊕ x175x215 ⊕ x255x247 ⊕ 

x68x223 ⊕ x58x113 ⊕ x120x39 ⊕ 

x255x239x231x175x120x108x68x18  
 

In both cases, the functions are selected such 

that the elements of the function can form a 

full positive difference set. For this reason, we 
get all distinct positive pairwise differences 

between the elements of f255(x) and z(x). In 

f255(x), the linear portion form a set {0, 43, 
123, 141, 208, 244} and the nonlinear portion 

form a set {79, 88, 90, 98, 105, 110, 116, 134, 

138, 151, 231, 247}. Both sets are qualified as 
full difference set. The linear portion of output 

function z(x) form full difference set {80, 93, 

126, 143, 193, 198} and the difference 

between two elements of two variable 
monomials also form full difference set {48, 

32, 40, 8, 155, 55, 81}. In total, z(x) has 22 

variables and 17 of them form full difference 

set {255, 239, 231, 198, 193, 175, 143, 126, 
120, 113, 108, 93, 80, 68, 58, 39, 18}. 

 

The feedback function f255(x), as well as its 
Galois configuration is balanced. The function 

has an order of correlation immunity 5, 

nonlinearity 26(211−25) = 129024 and algebraic 
degree 4. The filter function z(x) has an order 

of correlation immunity 5, nonlinearity 26(215–

27) = 2088960 and algebraic degree 8. This is 

also a balanced function. As described, an 
algebraic attack and suggested to use the 

higher algebraic degree for filter function, 

algebraic degree 8 is chosen to resist the 
vulnerability [17]. 

 

Key Initialization 

The key and IV is initialized as same as 

defined in Espresso. Let ki stand for the bits of 

the key k, where 0 ≤ i ≤127 and IVi stand for 

the bits of the initialization vector IV, where 0 
≤ i ≤ 95. The key and initialization vector bits 

are initialized at the first stage of the 

keystream generation process will follow the 
architecture below. 

 

xi = ki,  0 ≤ i ≤ 127 

xi = IVi−128, 128 ≤ i ≤ 223 
xi = 1,   224 ≤ i ≤ 254 

xi = 0,   i = 255 

 
At the primary initialization stage, the cipher 

clocked for 256 times but no keystream bits 

are allowed to produce the functioning key 
(fig. 1). The final produced output bits are 

XORed with the stages x255 and x183. So that 

the feedback functions g255(x) and g183(x) can 

be written as: 

g255(x) = x0 ⊕ x79x90 ⊕ z(x) 

g183(x) = x184 ⊕ x7x18 ⊕ z(x) 

 
To perform the pipelining process of the output 

function and some other supplementary logic 

recommended for switching between the 

keystream bits generation and the initialization 
stages there is a need for three extra clock cycles 

after performing 256 initialization cycles.  

 

Hardware Cost Analysis 

Our modified design format is similar as 

Espresso. The only difference is that we 
choose an output function z(x) of degree 8.  
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Fig. 1: Transformed Fibonacci Configuration of Espresso. 

 

 
Fig. 2: Circuit Implementation (Pipelined Version) of Z(X). 
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Fig. 3: Circuit for Switching Between Initialization and Keystream Generation Phases. 

 

Thus, we applied same pipelining method to 

minimize the propagation delay. We split the 
output function z(x) as shown in Figure 2. 

z1(x) = x80 ⊕ x93 ⊕ x126 ⊕ x193 

z2(x) = x143 ⊕ x198 ⊕ x231x183 

z3(x) = x239x207 ⊕ x215x175 

z4(x) = x255x247 ⊕ x68x223 

z5(x) = x113x58 ⊕ x120x39 

z6(x) = x255x239x231x175x120x108x68x18 

z7(x) = z1(x) ⊕ z2(x) ⊕ z3(x) ⊕ z4(x) 

z8(x) = z5(x) ⊕ z6(x) 

z(x) = z7(x) ⊕ z8(x) 

 
 

For this reason the throughput gain is 70 

percent more than the normal design with a 
cost of eight flip-flops, thirteen 2-input 

XORs, eight 2-input ANDs, three 3-input 

ANDs and two clock cycle delay. The 

enhancement of size and latency causes 
minor effect as there is a huge gain in 

throughput. 

 
The feedback functions g215 and g143 are 

transformed into another form by applying de 

Morgan rule to replace 4 input ANDs by 
NANDs and NORs, which are much smaller 

and faster than AND: 

g215(x) = x216 ⊕ x98x111x191x207 = x216 ⊕ 

((x98x111)ꞌ + (x191x207)ꞌ)ꞌ  

g143(x) = x144 ⊕ x26x39x125x135 = x144 ⊕ ((x26x39)ꞌ 

+ (x125x135)ꞌ)ꞌ  

 
The functions g255(x) and g183(x) are used (fig. 

3) as feedback functions and in initialization 

by XORing with z(x). That’s why these are 

implemented such that switching between 
initialization and output stream generation is 

done by same circuit. This method increases 

one clock cycle delay. 

g255(x) = x0 ⊕ x79x90 ⊕ z(x)  

g183(x) = x184 ⊕ x7x18 ⊕ z(x) 

In this design embodiment, NLFSR G 

demands (including extra logic for switching) 
258(256+2) flip-flops, 21(19+2) 2-input 

XORs, 14(12+2) 2-input ANDs, 4 2-input 

NANDs and 2 2-input NORs. Thus, finally 
this modified design requires 266 flip-flops, 34 

XORs, 22 2-input ANDs, 3 3-input ANDs, 4 

2-input NANDs and 2 2-input NORs in total. 

 
From Table 1, we can observe the description of 

90 nm CMOS logic gates and flip flops. 

Applying this parameters in our design, we 
obtain the area 5547 µm2 = 1499 GE and the 

delay 451 ps (2 XORs and a flip-flop). Thus, this 

design has a latency of 232 ns and upholds 
maximum data rates of 2.22 Gbps. In NLFSR G, 

the 7 bits after each feedback function are not 

used as state variables or in z(x). Therefore, this 

scheme supports maximum degree of 
parallelization up to 8. Hence, it can produce up 

to 8 bits per clock cycle by adding some extra 

hardware. 
 

RESULTS AND DISCUSSION  
This section provides analytical comparison of 
our algorithm with Espresso, Grain-128 and 

Trivium. In short, Table 2 shows that for 1, 2 

and 4 bit per clock version, the maximum 
throughput, latency and security level of our 

modified scheme is same as Espresso. The 

area is increased slightly as we choose 

algebraic degree of its output function 8. 
Furthermore, our design delivers degree of 

parallelization up to 8. When we use degree of 

parallelization 8, we get maximum 17.76 Gbps 
throughput. 

 

Table 4 shows that for 1, 2, 4 and 8 bit per 
clock version, the throughput is increased by 

70.77% in modified Espresso than Grain-128. 

The area increase gradually according to 

degree of parallelization. 
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Security Measurement 

The security analysis of Espresso given by 

Dubrova et al. shows that it resists all known 

attacks successfully. The basic structure of the 
feedback functions and the output function of 

the presented model is similar to Espresso. Our 

design method follows all the terms and logics 
related to security issues described in Espresso.  

 

Each of the feedback functions are nonlinear 

and the output function consists of several 

nonlinear stages (table 3 & 5). Thus known 
algebraic attacks are not applicable. Recently, a 

successful algebraic attack with time 

complexity 266.86 is described. Based on its 
suggestion, we choose our output function 

carefully with an algebraic degree 8. For this 

reason, our design is not vulnerable to this 
attack. In case of other attacks like linear 

approximation, time-memory-data trade-off 

attack and chosen IV attacks, our model has 

similar or better resistance than Espresso. 
 

Table 1: Parameters (gates and flip-flops) for a Typical 90 nm CMOS Technology Parameters. 

 
 

Table 2: Hardware Parameters of Modified Espresso; p= Degree of Parallelization (number of bits 

generated per one clock cycle). 

 
 

Table 3: Comparison of Modified Espresso with Espresso. 

 
 

Table 4: Comparison of Modified Espresso with Grain-128. 
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Table 5: Comparison of Modified Espresso with Trivium. 

 
 

CONCLUSION 

We offered a modified design of Espresso. It 
has maximum 2.22 Gbps throughput and 232 

ns latency. Our designed cipher occupies 1499 

GE area, which is only 0.1% larger than the 
main design. The advantage of our algorithm 

is to provide 8 degree of parallelization. Thus, 

8 bit per cycle version has 17.76 Gbps 
throughput and 29 ns latency. We also choose 

stronger filter function that resists all known 

attacks. 
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